K L c Information Assurance Solutions

Consulting

Your Compass in the Midst of Chaos!™

CAPABILITY STATEMENT

@_C Consulting:

+ 8(a) Certified
+ Small Disadvantaged Business
¢+ Cage Code: 4WEW4

+ DUNS: 128430050
+ NAICS: 541512, 541511,
541513, 541519,
K 511210, 518210
Kustomers:
Government:

+ Dept of Defense (DoD)

+ Dept of Veterans Affairs (VA)

+ Federal Reserve Bank

+ Dept of Homeland Security (DHS)
¢ Department of Justice (DOJ)

+ Naval Postgraduate School

+ Berkley National Lab

+ Sandia National Lab

+ Commonwealth of Massachusetts
Commercial:

+ Intel

+ CISCO

+ Boeing

+ Akamai

+ Massbank
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~

<

/Contact:

Tel: 617-314-9721
Fax: 508-829-3588
URL: www.klcconsulting.net

\Email: sales@klcconsulting.net
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\CCNA, CCNP, MCSE, Certified ISO 27001 Lead Auditor.

Product and Services:
- Consultants hold DoD 8570.01-M required certif

Information Assurance / Privacy Assessment

Consultants with CISSP, CISA, CISM, CIPP, CIPP/G
Vulnerability Assessment & Penetration Testing
Certification and Accreditation (C&A)

Security Test and Evaluation (ST&E, IV&V)

Assess against FISMA, NIST 800-xx

Regulatory Compliance (SOX, PCI, HIPAA, FFIEC, GLBA)
Privacy Documentation, Privacy Impact Assessment (PIA)
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Information Security / Information Assurance Soluti ons
Network and Application Security

Virtualization / Cloud Computing Security

Identity & Access Management (IAM)

Business Continuity Planning (BCP / COOP)

Intrusion Detection / Prevention, Anti-Malware, Anti-virus
Information Assurance Staff Augmentation

IT Audit, Regulatory Compliance Audit
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Application Development and Security
¢+ Secure Development Life Cycle (SDLC)

¢+ Secure Application and Database Development

+ Configuration and Change Management

¢+ Secure Code Review

¢+ Threat Modeling

Partners:

¢+ Microsoft ¢ Dell

¢+ Symantec ¢+ Cisco

¢ McAfee ¢ Zixcorp

¢ Trend Micro ¢+ VMWare

¢+ Sophos ¢ Juniper Networks /
@ompany Overview \

Founded in 2002, KLC Consulting offers information assurance /
Security, IT Audit, and Information Technology products and services
to government and Fortune 1000 companies. KLC helps our clients
design preeminent systems to prevent security breaches, and enable
our customers to focus on their core competencies. KLC also
publishes SMAC, a popular network privacy and security software with
more than 1,000,000 users worldwide. KLC’s expert consulting staff
possess certifications in CISSP, CSSLP, CISM, CISA, CIPP, CIPP/G,
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